
Admissibility of Evidence from

Social Media and Eavesdropping; 

Liability to Child Rep in Disclosing 

Unlawfully Obtained Information



Most popular forms of Social Media

• FACEBOOK



• INSTAGRAM



• SNAPCHAT



• TWITTER



• LINKEDIN



• WhatsApp



• Music.ly (primarily used with tweens/teens)



RELEVANT STATUTE and 
CASELAW



Illinois Eavesdropping Act (720 ILCS 5/14-2)

• Provides that a person commits eavesdropping when he or she knowingly 
and intentionally: 

• 1) uses an eavesdropping device, in a “surreptitious manner,” for the 
purpose of overhearing, transmitting, or recording all or part of a 
“private” conversation to which he or she is not a party unless he or she 
does so with the consent of all the parties to the conversation;

• 2) uses an eavesdropping device, in a “surreptitious manner,” for the 
purpose of transmitting or recording all or any part of any “private” 
conversation to which he or she is a party unless he or she does so with 
the consent of all of the parties to the private conversation; or

• 3) intercepts, records, or transcribes, in a “surreptitious manner,” any 
“private” electronic communication to which he or she is not a party 
unless he or she does so with the consent of all other parties to the 
private electronic communication.



Illinois Eavesdropping Act (720 ILCS 5/14-2)

• Defines “surreptitious manner” as “obtained or made by 
stealth or deception, or executed through secrecy or 
concealment.”

• Defines a “private” conversation as an oral communication 
between two or more people in which the parties have a 
“reasonable expectation” that the discussion will remain 
private

• Eavesdropping law also prohibits the use or disclosure of 
any information which a party knows or reasonably should 
know was obtained from a “private” conversation or 
“private” electronic communication in violation of the 
provisions in the statute, unless he or she does so with the 
consent of all of the parties



Exceptions to the Illinois 
Eavesdropping Act

• Recording in an open and conspicuous manner
– Exceptions

• Video recordings of a person inside that person's residence 
made inside the residence are forbidden unless consented 
to. (720 ILCS 5/26-4)

• Video and audio recordings of a person inside that person's 
residence made from outside the residence are forbidden 
unless consented to (720 ILCS 5/26-4)

• May record when you reasonably believe a crime 
is to be committed (or has already been 
committed) against you or someone in your 
household. You have to be a party to this 
conversation



Other Statutes to Know

• Illinois' Computer Tampering Law (720 ILCS 
5/17-51)

• Federal Wiretap Law (18 U.S.C. § 2510-22.)

• Federal Stored Communications Act (anti 
email hacking law) (18 USC 2701)

• Federal Computer Fraud and Abuse Act (18 
USC 1030)

http://www.ilga.gov/legislation/ilcs/ilcs4.asp?ActID=1876&ChapterID=53&SeqStart=58900000&SeqEnd=59600000
https://www.law.cornell.edu/uscode/text/18/part-I/chapter-119
http://www.justice.gov/usam/criminal-resource-manual-1061-unlawful-access-stored-communications-18-usc-2701
http://www.justice.gov/criminal/cybercrime/docs/ccmanual.pdf


Scheib v Grant (22 F.3d 149)

• Mother brought action against father's attorneys and child's guardian ad 
litem seeking damages for violations of federal and state eavesdropping 
statutes

• Father recorded telephone conversations between Mother and Minor 
Child to show emotional harm to Minor Child; Father’s attorneys 
published and disclosed recordings 

• Attorneys for father who recorded conversation between his ex-spouse 
and his son who was visiting with father were absolutely immune from 
damages liability under Illinois eavesdropping statute for using or divulging 
the recorded conversations in matter intimately associated with state 
court removal proceeding.

• Court-appointed guardian ad litem for child had absolute immunity from 
lawsuits under Illinois Eavesdropping Act arising out of statements or 
conduct intimately associated with guardian's judicial duties; the guardian 
had listened to portions of telephone conversations between child and 
child's mother that were recorded by child's father while child was visiting 
with father.



Epstein v. Epstein (843 F.3d 1147)

• Barry sued his estranged wife, Paula, alleging that she had violated 
the federal Wiretapping and Electronic Surveillance Act by intercepting 
his emails

• Paula accused Barry of serial infidelity, so in discovery Barry asked her for 
all documents related to that accusation. Paula complied and produced 
copies of incriminating emails between Barry and several other women.

• Barry alleged that Paula violated the Wiretap Act by surreptitiously placing 
an auto-forwarding “rule” on his email accounts that automatically 
forwarded the messages on his email client to her.

• He also claimed that Paula's divorce lawyer violated the Act by 
“disclosing” the intercepted emails in response to his discovery request

• Holding - Attorney disclosing husband's e-mails to husband in response to 
discovery requests in divorce proceedings did not violate Act



IRMO Karonis (296 Ill.App.3d 86)

• GAL for minor children of couple were properly allowed to review tape recordings 
of telephone conversations between husband and children, which had secretly 
been made by wife, in making custody recommendations in connection with 
marital dissolution action

• Section 506 of the Illinois Marriage and Dissolution of Marriage Act (750 ILCS 
5/506 (West 1996)) requires the GAL to defend and protect the best interest of the 
child whom he or she represents. In discharging his or her duty, the GAL will 
review or consider all kinds of information regarding the child, both admissible and 
inadmissible at trial. Such information assists the GAL in determining the existence 
of problems that might cause the child psychological or physical harm. Court failed 
to see any prejudice where the GAL listens to information that may be 
inadmissible at trial. Compelling reasons of public policy dictate that the GAL 
perform duties essential to the health and welfare of the child whom the GAL 
represents. See Scheib v. Grant, 22 F.3d 149 (7th Cir.1994). Paramount among 
these is the GAL's duty to ascertain and defend the child's best interests. 
Reviewing the tapes materially advanced the GALs' ability to determine and 
defend the child's interests here. 

https://1.next.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000008&cite=ILSTC750S5/506&originatingDoc=I2583c33ad3af11d9bf60c1d57ebc853e&refType=LQ&originationContext=document&transitionType=DocumentItem&contextData=(sc.Search)
https://1.next.westlaw.com/Link/Document/FullText?findType=Y&serNum=1994086186&pubNum=0000506&originatingDoc=I2583c33ad3af11d9bf60c1d57ebc853e&refType=RP&originationContext=document&transitionType=DocumentItem&contextData=(sc.Search)


Vlastelica v. Brend (2015 IL App (1st) 
142524)

• Mother and child filed a three-count complaint against the child’s representative 
and his law firm. The three counts alleged legal malpractice, intentional breach of 
fiduciary duty, and intentional interference with her custody rights.

• Court found that Child Rep’s are absolutely immune from civil liability for child rep 
work

• Court cited Cooney v. Rossiter, 583 F.3d 967 (7th Cir. 2009), which held that 
guardians ad litem (GALs) and child representatives are entitled to the same 
absolute immunity provided to judges since they are “arms of the court.”

• Stressed that absolute immunity is essential to allow the child’s representative to 
fulfill his duties without threat of harassment or intimidation from unhappy 
parents

• Further, the court cited safeguards requiring that child representatives be 
attorneys with training in child advocacy or equivalent experience, and that they 
fulfill their professional obligations as attorneys. These safeguards, in addition to 
available remedies when unprofessional conduct occurs, such as disciplinary 
actions and the ability of the court to appoint an additional attorney for a child, 
help protect against unconstitutional conduct


